Abstract: A proof-of-concept design of a patient monitoring solution for intensive care unit environments has been presented. It is end-to-end standard-based, using ISO/IEEE 11073 (X73) in the bedside environment and EN13606 to communicate the information to an electronic healthcare record (EHR) server. At the bedside end, the system is a plug-and-play sensor network communicating with a gateway that collects medical information and sends the data to a monitoring server. The monitoring server transforms this information into an END 606 extract to be stored on the EHR server. The system has been implemented to comply with the last X73 and EN13606 available versions and tested in a laboratory environment to demonstrate the feasibility of an end-to-end standard-based solution.
Introduction
Advances in technology have implemented many changes in the bedside environments of hospitals. Medical devices (MDs), computers and sensors at the point of care (PoC) end are now part of the intensive care unit (ICU) Moreover, technology possibilities continue growing as sizes and costs shrink These devices and sensors acquire huge amounts of very valuable information, without the need for manually writing down each measurement, contributing to the generation of the electronic healthcare record (EHR)
The communications and interfaces among components of patient monitoring systems, and between these systems become now very important in exploiting all the possibilities offered by the information gathered [10] [11] [12] . However, different manufacturers use their own software and communication protocols; building proprietary solutions that can only work alone or inside a single-vendor system. As each device speaks a different language, an important interoperability problem emerges, leading to difficulties when a part of a system must be replaced as well as high costs Furthermore, the information acquired cannot easily be integrated into and exchanged with EHRs.
There is a need for developing open sensors and middleware components that allow transparent integration and plug-and-play interoperability of monitoring devices and systems (see Fig.l ). The use of communications standards seems to be an efficient way to solve these problems Most stakeholders in hospital information systems, medical devices and telemedicine scenarios agree that standard-based solutions are needed to foster the development of these markets and improve the service provided to patients. However, it is frequently claimed that it is not feasible to develop such systems because of either costs or lack of development of the standards.
Medical information and communication standards define information representation and exchange formats allowing interoperability. Some of these standards are: POCT-1A2 (communication protocols between the device and an access point ), health level 7 (HL7, for the exchange, management and integration of electronic healthcare information ), ISO/IEEE11073 PoC-MDC (for PoC-medical device communications ) and EN13606 (for EHR communication ). The ISO/IEEE11073 PoC-MDC (also known as X73) is a family of standards for MDs interoperability that are considered European standards via the TC251 of the European Committee for Standardization (CEN). X73 was formed by absorbing three previous standards: (1) a standard for vital signs information representation (ENV13734 or VITAL) for the upper layers (2) a standard for interoperability of patient connected MD (ENV13735 or INTERMED) for the intermediate layers and (3) a standard for the medical information bus (M1B/IEEE1073) for the lower layers EN13606 is the European standard for EHR. The standard defines the architecture of an interoperable EHR, as opposed to other standards in the domain (i.e. HL7) that only define standard messages to implement the most common data exchanges among information systems in hospital environments. The main advantage of EN13606 is its transparency: it is possible to add new medical information to the standard without modifying the model. This goal is achieved by the so-called dual model: a reference model (that gathers information features that are not subject to change) and an archetype model (that gathers domain concepts, which may vary as medical Fig. 1 Interoperability among medical devices and healthcare information systems knowledge evolves). A key feature in the standard is the communication model, which specifies how to exchange information among clinical information systems. The element exchanged is the extract, a document that may contain any type of clinical information, generated on the basis of the different archetypes previously denned. To interpret an extract, the receiving system may look up these archetypes in a common repository.
In the field of patient monitoring MDs, there have been several implementation experiences based on standards, even commercial devices compliant -to different degrees-with standards, and demo experiences where the interoperability was tested Most of these implementations were done using the pre-11073 standards (VITAL or VSIR [25, (28) (29) (30) (31) , INTERMED or MIB [32] [33] [34] [35] ). The X73 family of standards is changing very fast, because of both the market and industry demand to adapt it to new functional requirements (especially those arising from its use in telemedicine and home monitoring scenarios), and to the wireless communication technologies zoo (i.e. Bluetooth, Zigbee, Wibree, WiFi, RFID etc.) [36, 37] . The implementation of the X73 standard is not trivial, and this complexity is one of the reasons why some manufacturers are still reluctant to adopt it.
The field of EHRs has also brought several implementations of standard-based systems allowing the sharing of EHR between hospitals and addressing challenges for all healthcare organisations, such as accessibility and relevance. HL7 is a widely adopted standard, with implementations in most hospitals around the world However, HL7 integration is based on the exchange of messages, and has several limitations for the implementation of a higher level interoperable EHR and, unlike HL7, there are a few implementations of EN13606
To the best of our knowledge, there is no experience where the full chain from bedside monitoring devices to EHR has been implemented using standards. Even though there have been some initiatives to combine different standards, the vision of an entire end-to-end standard system is not yet a fact.
The system presented is a proof-of-concept design to show that it is feasible to create a patient monitoring solution for ICU environments that is end-to-end standardbased. We have used ISO/IEEE 11073 (X73) in the bedside environment and END606 to communicate the information to an EHR server. The components of this system (sensors, gateway, EHR server etc.) can be replaced individually by equivalent standard-based devices with no need of system reconfiguration. In the case of bedside monitoring devices, this interoperability is plug-and-play.
This work aims to generate know-how and implementation guidelines to be used in future developments and detect requirements that have not been addressed up to now. The feed-back results will be used to analyse how these implementations must be adapted to follow the standard and how the standard can be modified to better fit realworld needs, especially keeping in mind telemedicine and home monitoring scenarios.
The paper is organised as follows. First, an overview of the architecture and design of the proposed system is given in Section 2. The implementation experience according to X73 and EN13606 standards is detailed in Sections 3 and 4, respectively. Results obtained are discussed in Section 5.
System architecture and design
The proposed system architecture, including the fully standard-based prototype composed of independent and interoperable modules, is presented in Fig. 2 . The generic design consists of a PoC (in the ICU) based on a X73 gateway that receives and integrates the information collected with several X73 MDs. These X73 gateways from each PoC (even from others X73-sensors networks) interconnect with the monitoring server to manage the e-Health service. Moreover, this monitoring server can send the acquired patient information to the EHR server according to the EN 13 606 standard. Fig. 3 shows the mapping of this proposal and our implementation. The specific technical characteristics of each architecture element are:
X73 MDs and adapters
The existence of X73 MDs is strongly conditioned to the vendors and manufacturers. Currently there are no 100% X73 compliant MDs, but the proposed architecture will allow to integrate them as soon as they are available. Moreover, it is difficult to find MDs with an 
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Monitoring Server EN13606 EHR Server I X73-compatible physical output (i.e. MIB or Bluetooth); the most extended interfaces (i.e. USB or serial line) are not included at this moment in the X73 standard (only RS-232 and IrDA). Thus, in this development, proprietary MDs with X73-adapters have been used. These adapters, on one side, implement the standard X73 and, on the other, proprietary interfaces that can only be modified by knowing the vendor's programming codes. These MDs are OMRON 705IT (blood-pressure and pulse measurements, with a 28 acquisitions memory) and DATEX-Ohmeda 3900 (pulse oximeter with a serial-port output each 2 s that includes blood oxygen saturation (Sp0 2 ), heart rate values and alarms).
X73 gateway
The designed gateway is an X73 access point. It supports a network of X73-compatible MDs measuring vital signs from different patients in different locations. The data acquired from the different sensors are transmitted to the X73 gateway, which can be personalised by configuring its working mode (by setting the buffering frequency, the synchronisation and transmission techniques used, or the type of X73-sensors, as it is shown in X73GW-SetUp, see Fig. 2 ). The X73 gateway provides a logic module for medical data information base (MDIB) that allows monitoring and obtaining alerts and measurements. Thus, following the X73 nomenclature, this gateway is represented like a medical device system (MDS): when each MDs is connected or disconnected (plug-and-play) the MDIB is automatically adjusted, a MDS is created or destroyed in the object hierarchy and the changes are propagated to the clients. In this implementation, for example, the MDS has two channel objects: pulse-oximeter channel (with two metrics: oxygen saturation information (Sp0 2 ) and the plethysmograph waveform), and pulse-rate channel (with a unique metric: pulse rate information).
X73/EN13606 monitoring server
The monitoring server provides a double role: manager of the communications with the X73 gateways, and client of the connections to the EHR server. Thus, it may belong to the ICU, the reference hospital or even it can be an external management server. The plug-and-play functionality is remarkable in this element because it receives the measurements from different X73 gateways (associated to diverse patients and sensors) and through different technologies. The most usual transmission lines in ICU environments are RS-232 RJ-45, or USB, but the use of cables is actually being substituted by other wireless solutions: infrared (IrDA), RF WLAN (802.11x), wPAN (Bluetooth) orZigbee (802.15.4). Some of these technologies are currently not included in X73, but their future development is foreseen (see Table 1 ).
As a manager of the X73 gateways, the monitoring server manages the decision making in an intelligent way through several functions: automation of the data acquisition process, technological transparency (independent of the transmission modes of the X73 gateways), pattern's definition to identify, detect and manage anomalies (alarms, failures), patient specifications (decision thresholds, operation limits), updates and so on.
As a client of the EHR server, the monitoring server creates an EN13606 extract (from X73 data of the MDs) which is transmitted to the EN13606 EHR server in an intermediate archetype file format.
EN 13606 EHR server
The EHR server is a clinical information storage system where the data associated with each patient are added. It adapts the incoming information from the MDs to an EN13606 compliant format. Thus, it receives the archetype files together with the EN13606 extract, validates this extract according to EN13606 standard, stores it in the appropriate EHR database and sends an acknowledgment back to the client. This process has been traditionally studied in an isolated way as an EHR communications interoperability problem, but in this implementation experience it is integrated with the monitoring process to propose an end-to-end standard-based complete solution. 
Implementation methodology
Currently, the X73 standard is in the development phase; indeed, many of its parts are still in draft status. It includes a family of standards that can be jointly used at different levels providing connectivity to the involved devices and giving a complete solution from the lowest levels (the wire itself and the connector) to the highest levels (abstract representation of information and services). These standards are divided into the following main groups: device data (object-oriented model and terminology for data representation), services of general application (events or polling), transport (wired or wireless), network communication (several networks interconnected) and gateway standards (DICOM or HL7 messages). Thus, any implementation experience should require a structured design following a top-down process within the stack layers. The most relevant X73 modules to be considered are:
-Medical device data language (MDDL): it is the X73 nomenclature that stands for the semantics and syntax used in the fields of the protocol data unit (PDU), usually with object-oriented attributes.
-Static model/domain information model (DIM): it is the object-oriented model to represent any device, element or metric that is going to be communicated. It is presented in the following packets: virtual medical or device objects, channel, metric or numeric objects, sample arrays, enumeration, complex metric and so on.
-Dynamic model: it provides a communication model based on the ISO concept of agent-manager with a 'device communication controller' (DCC) and a 'bedside communication controller' (BCC) for agent and manager, respectively (see Fig. 3 ). The X73 communication between two devices (DCC and BCC) follows four synchronised steps: 1-connection, 2-association, 3-configuration and 4-operation, using a finite states machine.
Implementation experience
Following this methodology, the complete implementation experience scheme is shown in Fig. 4 , where each element has been considered individually to facilitate a progressive development directly led by X73. The programming languages used have been: Java and C/C + + (Cygwin and GNU GCC 3.4 environments). Various tools also were needed such as ANTLR 2.7, Java SDK 5. Following the top-down process, the protocol stack ASN.l implementation is described in Table 2: -Firstly, the application layer is defined by several protocols: ACSE (for association control), CMISE (for the basic services defined in VITAL) and ROSE (for the link between call requests and responses). In this proposal, CMISE and ROSE service elements have been grouped in the CMDISE interface defined by X73. MDER syntax uses a set of ASN. 1 data types, and redefines the bit-pattern encoding of the types. The ASN. 1 structures are automatically generated using the ANTLR parser and each ASN.l data type is mapped to a C++ class. -Secondly, the presentation layer is mainly a negotiation mechanism for the syntaxes used by higher layers: the abstract syntax (which set of messages are to be exchanged) and the transfer syntax (how the messages are encoded); therefore the MDER syntax has been designed in order to reduce complexity of the message processing implementation. -Thirdly, the session layer provides support to the ACSE (a simplified version without synchronisation or dialogue control).
Fig. 4 X73 gateway and monitoring server implementation scheme
-Finally, the implementation of the transport layer varies depending on which protocol is used. The proposed system is based on TCP/IP over RS-232 transmission.
In the same way as described above, the implementation details are explained, step by step, according to the message exchange among the different layers and using implementation scheme (see Fig. 5 ):
Step 1. The DCC controller (agent) initiates a connection to the BCC controller (manager).
Step 2. The BCC receives a connection request. It begins accepting incoming events and passes the request up to the application layer. The BCC starts an association request to the DCC. The parameter is an encoded buffer containing the medical device service element structure, which is used for configuration and interoperability issues. Once the PDU has been generated, the request goes down through several layers, each adding its corresponding PDU header.
Step 3. The DCC receives an association request and sends a confirmation answer.
Step 4. The BCC receives the association confirmation.
Step 5. The connection procedure is ended. Now the entities exchange messages according to the ROSE/CMIP protocol. Under normal operation, the DCC sends an event report to the BCC. After that, data go down through the lower layers, similarly to how it was previously described.
Step 1.
stack->transport->t_con_req( conn );
Step 2.
-} transport_f sm: :n_con_ind. allow ( TP_READ ); stack->application->t_con_ind(); -> application_l: : t_con_ind () stack->acse->assoc_req (context.buffer_encoded); -} acse_se::assoc_req ( const st_buffer & buffer ) make_AARQ ( buffer ) ; stack->presentation->p_con_req ( tmp_buffer.made_buffer ); -} presentation_l: :p_con_req ( const st_buffer & buffer ) make_CP ( buffer ); stack->session->s_con_req f make_packet_from_buffer (tmp_buffer.made_buffer) ); -^ session_l: : s_con_req ( st_j>acket * packet ) create_CN (packet) stack->transport->t_send_req( packet ); stack->transport->allow ( TP_READ I TP_WRITE ); -^ transport_f sm: : t_send_req ( st_packet * packet ) (load in buffer the sendinq packet to the TCP server).
Step 3. validate assotiation/negotiation data make response return true;
Step 4. • Transform. It transforms XML documents using XSLT style sheets. The proposed implementation experience is completed with the logging process of the medical device information in the EHR server, using the EN 13 606 standard. This information is received from the X73 gateway through the X73/ EN13606 monitoring server (see Fig. 3 ). The client/server architecture has been implemented with middleware technologies, based on web services (WS), as it is shown in Fig. 6 . The used tools have been apache axis (open source), the Servlets/JSPs container apache tomcat, extensible mark-up language (XML, WS-based framework consisting of an implementation of the SOAP server) and various utilities and APIs for generating and deploying WS applications. Data are transmitted using HTTPS protocol. In order to gain security the apache WSS4J framework (a Java library that can be used to sign and verify SOAP messages with WS-security information) was used.
Client
On the client side, a developed Java application is used to read the X73 data (received from the X73 gateway through an XML document) and generate an intermediate EN13606 (archetype file using extensible style sheet language transformations (XSLT). After that, the WS will store this information in the EHR server (see Fig. 7 • XSLApply. It uses the Transform class and it informs if the process has been successful.
• StringUtils. It allows the client to make string operations such as filling or substitution.
• TextFile. It allows the client to write/read text files.
In order to obtain a XML document with EN13606 standard format, XSLT style sheets (used by the Xalan processor and XML Xerces parser) have been developed. The document object model (DOM) API is used to work with XML documents stored in memory and for Java API XML processing (JAXP) which makes possible XSLT transformations from the Java code. Fig. 8 shows a piece of XML code that contains an extract of EN13606 standard.
Server
On the server side, a WS has been implemented for receiving and validating the XML extract, in END 606 format, sent by the client, using XML schemes (see Fig. 9 ). Once the XML extract is validated, an acknowledgment will be sent back to the client. If it was successful, the extract will be stored in the EHR server database. In the same way, as in the client implementation, classes are organised in packets achieving a greater modularity. A representative package (cardioweb.server.handler) is detailed: -cardioweb. server.handler. It is used to verify the security requirements (usernames and passwords).
-cardioweb.server.services package. It contains the WSs available for the client:
• getExtractDevice: It creates an EN13606 extract from received data.
• WriteXMLExtract.java: It validates a XML file that contains an EN13606 extract using XML schemas. If the process is successful, it stores it in EHR database and sends a notification to the client.
-cardioweb. server.utils: It contains classes with specific functionalities:
• BDUtils: It allows the server to connect and disconnect the MySQL database.
• BDStoreExtract: It allows the server to record an EN13606 extract in the EHR database. <?xml version-' 1.0" encoding-'UTF-8"?> <xsI:stylesheet version^" 1.0" x m 1 n s: xs 1-" http: // w w w. w3 -org/1999/XS L/Transform" x m In s: xa la n="http: //xm 1 .apache, o rg/xs It" x m 1 n s: xsi-' htlp: //www. w3. Org/2 001 /X M L Schema-in stance" xm ltis=" http://www.un izar.es/cardiowcb/EN 13606"> <xsl:outpui raethod="xml" version="1.0"encoding="UTF-8" indent-'yes" xalan:indent-amoui*="4"/> <ENTRY synthesised-'false" scnsiiivity="3" uncertainly expressed="false"> <name originalText-' Taking arterial blood pressure "> <ELEMENT synI liesised-'false" sensilivity="3"> <name originalTcxt="Systolic Blood Pressure"> <xsl:variable ]iame="id_systolic"> <xsl:value-ofscloct="concat('HCE-',Shceversion,'-'.'2')"/> </xsl:variable> <rc_id as?iigningAuthorilyKLi[]K="UnizarCardioWeb"> < xs I: att r i bute n a me=" extens ion" > <x s I: val ue-of se 1 e et=" $ i dsysto I ic 7> </xsl:attribute> <rootoid="50018Z7> <validTime litcral="TS"> <hightime="1/1/30007> <low tdirte-"l/l/1990"/> </validTime> </rc_id> <meaningcodeValue="271649006" eodingSchemcNamc="SNOMED-CT" cod in g Scheme Version="2 005" displayName="Systolic Blood Pressure"> <codingScheme oid="SNOMED-CT7> </meaning> <value> • StringUtils: It allows the server to make string operations such as filling or substitution.
• TextFile: It allows the server to write/read text files.
• ValidateXMLSchema: It allows the server to validate an XML file using XML schemas.
5
Discussion and conclusion
The adoption of a complete end-to-end standard-based solution for patient monitoring in bedside environments can be extremely useful for the integration and interoperability of the huge amounts of vital data collected every day, making a more efficient use of such information, allowing it to be shared among professionals, giving more facilities for the mobility of patients within the hospitals, reducing costs and increasing usability for patients, health care professionals and manufacturers. The complexity and density of the documents that shape the bulk of the X73 family of standards are two of the keypoints that are restraining its adoption. From this implementation experience it was seen that X73 implementation is feasible and the standard documents are reasonably understandable; however, some guidelines could be of great help for developers that want to apply standards to a specific system. In this case, and without previous experience, the implementation of the two standards in the entire system took no more than 3 months and it was performed by a group of five soft/hardware designers following the advice of the rest of the research group. Obviously, this is a prototype and there are still some important issues (i.e. size of the monitoring devices or battery consumption etc.) to address before a final implementation is done. Although the proposed design may appear to be complex this is completely transparent to the users (patients, doctors etc.), who only obtain its benefits (interoperability, plug-and-play functionalities, exchange of medical information etc.).
Some parts of the X73 standard are still under revision, and some layers are being adapted to improve its performance with different types of wireless transmission technologies. The X73 protocol is also being adapted to be lighter and more efficient in order to be appropriate for home and ambulatory telemonitoring devices. The EN13606 standard is also evolving and changes in the DIM are expected. These changes will lead to a redesign of the prototype presented as part of future research. The modular design adopted is expected to facilitate this task. The fact that HL7 is well established and used in many hospital information systems makes it advisable to modify the design proposed to consider an HL7 interface, co-existing with the EN13606 interoperability layer. In August 2006, the Integrating the Healthcare Enterprise initiative, with the collaboration of ISO/IEEE 11073 and HL7 released the patient care device technical framework, which will be the guideline to follow in this future work.
